
A ‘Modern Robin Hood’: What It’s Like to Rep Someone
Who Hands Over $1B in Stolen Bitcoin to the Feds
San Francisco defense attorney Adam Gasner’s client, identi�ed in court papers as ‘Individual X,’
last week handed over a trove of Bitcoin hacked from the long-shuttered online black market Silk
Road and walked away a free person.

By Ross Todd | November 09, 2020

Adam G. Gasner in his office in San Francisco’s Law Chambers Building. (Photo: Courtesy Photo)

Federal prosecutors in San Francisco on Thursday announced they seized
(https://www.law.com//2020/11/05/doj-seizes-1b-in-bitcoin-from-silk-road-transactions/) more than $1 billion
worth of Bitcoin hacked from the long-shuttered online black market Silk Road.

The cryptocurrency world had already taken note of the massive transfer from what appears to have been
the most-watched Bitcoin wallet on the web. Here’s the thing about Bitcoin: Since anyone can see the
balance and all transactions of any Bitcoin address, there’s really no way to keep your status as a Bitcoin
billionaire anonymous. So though the Bitcoin address “1HQ3Go3ggs8pFnXuHVHRytPCq5fGG8Hbhx” had long
been dormant, the speculation about it (https://www.coindesk.com/nearly-1b-in-bitcoin-moves-from-wallet-
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linked-to-silk-road) had only grown. With the price of Bitcoin growing exponentially, its holdings had gone
from $14 million in value back in 2013 to more than $1 billion on Tuesday when it was transferred to a
previously unknown wallet.

While some crypto-watchers speculated that the wallet had been hacked
(https://www.vice.com/en/article/g5bbaj/someone-emptied-out-bitcoin-wallet-with-964000000-million), it
turned out it was voluntarily emptied into government co�ers. A person identi�ed as Individual X in
Thursday’s forfeiture complaint likely walked into a drab government room with a computer terminal,
entered a very long password, and handed over the keys to the cryptocurrency to the feds.

So who is Individual X and why are we talking about civil forfeiture action and not a round of criminal hacking
charges? The government’s complaint
(//www.courtlistener.com/recap/gov.uscourts.cand.368440/gov.uscourts.cand.368440.1.0.pdf) tells us that
Individual X hacked into Silk Road while the online black market bazaar was still a haven for illegal drug
tra�cking. Individual X’s hacking allowed him to take a bunch of the Bitcoin that Silk Road and its founder
Ross Ulbricht were taking as commissions on illicit transactions, and move the cryptocurrency into wallets
Individual X controlled.

According to the complaint, Ulbricht became aware of Individual X’s “online identity” and threatened him to
try to get the Bitcoin back. Individual X, however, kept the Bitcoin and didn’t spend it. We can only guess that
Individual X breathed a sigh of relief when Ulbricht was tracked down and arrested in 2013 in a San Francisco
library. Ulbricht has since been convicted of seven criminal counts, including conspiracy to distribute
narcotics and money laundering, and sentenced to life in prison. Meanwhile, Individual X remains free and
anonymous—perhaps even more so now that he isn’t sitting on the most watched wallet of cryptocurrency
on the internet.

San Francisco criminal defense attorney Adam Gasner, who represented Individual X, told the Litigation
Daily Friday that he thinks of his client “as a modern-day Robin Hood.”

“These bitcoins were taken from Silk Road–a drug-tra�cking website that made money on the addictions of
people worldwide,” he said.

What did the actual handover of Bitcoin look like? Gasner was mum on details, but it’s safe to say Individual X
didn’t have the passcode for the wallet written down on a piece of scratch paper or saved in a folder marked
“passwords” on his desktop.

“The passwords for this type of wallet are very di�cult to ‘hack’ as they’re more than a hundred characters
long and a mixture of uppercase and lowercase letters and symbols,” Gasner said. “Even the most
sophisticated computers working around the clock would take hundreds if not thousands of years to crack
that code.”

What will Gasner take away from his part in the largest seizure of cryptocurrency in the history of the
Department of Justice?

“Privacy and freedom are worth more than money,” Gasner said. “My client will continue to live a quiet,
anonymous life in the comfort of his own home,” he said.
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