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Russian LinkedIn, Dropbox Hacker Says Trial Was
Flawed
By Grace Dixon

Law360 (August 27, 2020, 2:49 PM EDT) -- A Russian man found guilty of orchestrating the
2012 cyberattacks against LinkedIn and Dropbox has urged a California federal judge to
acquit him on all charges, arguing that his conviction rested on unreliable circumstantial
evidence.

On Tuesday, counsel for 32-year-old Yevgeniy Aleksandrovich Nikulin argued that evidence
did not support the jury's conviction of computer intrusion, identity theft and other charges
stemming from the attack that compromised 100 million users' data. Nikulin urged a
California federal judge to grant him acquittal or, alternatively, a new trial.

"The jury could only have found Mr. Nikulin guilty of these crimes by use of conjecture and
speculation, not facts," counsel to Nikulin said in the filing. "There was no confession. There
was no co-conspirator who testified that Mr. Nikulin was the perpetrator and no independent
third-party witness observed these crimes."

A California federal jury in July found the Russian man guilty of using stolen employee
identities to break into databases owned by LinkedIn, Dropbox and the now-defunct
Formspring. Nikulin was convicted on nine counts of computer intrusion, computer fraud,
identity theft, conspiracy and trafficking in unauthorized access devices.

At the center of the acquittal bid was Nikulin's arguments that the testimony of an FBI agent,
the only expert to explicitly link Nikulin to the 2012 cyberattacks, contained inaccuracies and
undermined his expert status.

According to the motion, FBI Special Agent Jeffrey Miller had no knowledge of another
alleged cybercriminal, Yevgeniy Bogachev, who had been an alternative suspect in the
LinkedIn and Dropbox hacks according to the filing, and who is thought to be responsible for
$100 million in computer theft across the United States.

"Agent Miller was testifying as an expert in cybercrime and he was the only witness that ever
pointed the finger at Nikulin ... ,yet he purports to have no idea who Mr. Bogachev is or the
crimes he was accused of," Adam Gasner, counsel to Nikulin, told Law360 on Wednesday.
"This is simply not credible because Mr. Bogachev is wanted by the FBI with a $3 million
bounty on information leading to his arrest, he is a Russian national and he shares the same
first name as the defendant in our case."

Tuesday's motion also slammed the federal government's use of jailhouse phone records, in
which Nikulin asked acquaintances to help him gain access to magazines about high-tech
news, computers, women, cars and bikes while in custody awaiting his trial. The call was
intended to make jurors believe Nikulin had been in prison at the time for another crime and
contained potentially inaccurate translations, according to the filing.
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"The mistranslation of Mr. Nikulin's statements did not take into account his sarcasm,
frustration from being in a foreign jail, or his dark and strange sense of humor," the motion
said.

U.S. District Judge William Alsup had criticized prosecutors for presenting the "obviously
prejudicial" jailhouse phone records in July instead of "real evidence" against the Russian
national.

The filing also said the convicted rested on unreliable, circumstantial evidence, such as a pair
of videos introduced by the federal government at trial and information produced by the
Russian government connecting Nikulin's home IP address with the LinkedIn hack.

Notably, the trial had been paused for nearly four months when rising COVID-19 case
numbers and stay-at-home orders in mid-March prompted California courts to suspend trial
dates.

"Our concern is that the jury was in a difficult situation because we had restarted this jury
trial up during the COVID-19 pandemic and it was a Friday when they got the case for
deliberation," Gasner told Law360. "Obviously everyone was concerned about their health
and exposure to this virus. Perhaps this pressure to finish the case encouraged the jury to
rely too heavily on circumstantial evidence that had been, in our defense team's belief,
contested and refuted."

Representatives for the government, LinkedIn and Dropbox did not respond to requests for
comment Wednesday.

The government is represented by Michelle Kane and Katherine L. Wawrzyniak of the U.S.
Attorney's Office for the Northern District of California.

Nikulin is represented by Adam G. Gasner of the Law Office of Adam G. Gasner and Valery
Nechay of the Law Office of Valery Nechay.

The case is U.S. v. Yevgeniy Aleksandrovich Nikulin, case number 3:16-cr-00440, in the U.S.
District Court for the Northern District of California.

--Editing by Gemma Horowitz. 
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